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DEVICES AND METHODS FOR 
TRANSFERRING DATA THROUGH A HUMAN 

BODY 

BACKGROUND 

0001 Wireless technologies, such as BLUETOOTH, 
ZIGBEE, and near-field communications (“NFC), are typi 
cally used for short-range data transfer. The use of a wireless 
medium to transfer data, however, poses significant security 
challenges due to the susceptibility of the wireless medium to 
be compromised, thereby potential exposing the data to an 
adversary. While the aforementioned technologies are short 
range in nature and, as a result, may significantly reduce the 
likelihood of unauthorized data reception, these technologies 
are also susceptible to attacks by eavesdroppers with power 
ful, directional antennas. 

SUMMARY 

0002 Concepts and technologies are disclosed hereinfor 
transferring data through a human body. In some embodi 
ments, using one or more piezo-electric transducers, such as 
contact microphones, vibrations are sent through a human 
body by bone conduction. Due in part to the minimal signal 
loss through the human body, these vibrations can be used to 
transfer data through the body. In some embodiments, bone 
conduction is used to transfer data from a first device, through 
a body, to a second device, wherein the body is in physical 
contact with both the first device and the second device. In 
Some embodiments, bone conduction is used to transfer data 
from a first device with which a first user is in physical 
contact, through a body of the first user to a body of a second 
user with whom the first user is in physical contact, and then 
to a second device with which the second user is in physical 
contact. In some embodiments, bone conduction is used to 
transfer data from an authentication device, though a body, 
and back to the authentication device, which then determines 
a unique body signature associated with the body and allows 
or denies access to a person, place, or thing based upon the 
unique body signature. In addition or in the alternative to the 
use of bone conduction in these and other embodiments dis 
closed herein, the data or a portion thereof can be transferred 
along the skin of the body through skin conduction. The 
combination of bone and skin conduction facilitates higher 
data rates for data transfer through a body than relying upon 
bone conduction alone. 

0003. According to one aspect disclosed herein, a method 
for transferring data to a device includes identifying the data 
that is to be transferred to the device, modulating the data with 
a signal, providing the signal to a contact microphone that is 
in physical contact with an individual, and transmitting the 
signal through a body of the individual to the device using the 
contact microphone. 
0004. According to another aspect disclosed herein, a 
method for authenticating the individual includes transmit 
ting a signal through a body of the individual in response to 
the individual physically contacting an authentication device, 
receiving a modified signal including the signal as modified 
by the body of the individual, removing the signal from the 
modified signal to identify a unique body signature of the 
individual, comparing the unique body signature to a data 
base to determine if the database includes the unique body 
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signature, and selectively authenticating the individual based 
upon whether the database includes the unique body signa 
ture. 

0005. It should be appreciated that the above-described 
Subject matter may be implemented as a computer-controlled 
apparatus, a computer process, a computing system, or as an 
article of manufacture Such as a computer-readable storage 
medium. These and various other features will be apparent 
from a reading of the following Detailed Description and a 
review of the associated drawings. 
0006. This Summary is provided to introduce a selection 
of concepts in a simplified form that are further described 
below in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed Subject matter, nor is it intended that this Summary 
be used to limit the scope of the claimed subject matter. 
Furthermore, the claimed subject matter is not limited to 
implementations that solve any or all disadvantages noted in 
any part of this disclosure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0007 FIG. 1 is a diagram illustrating an illustrative oper 
ating environment for implementing various embodiments 
presented herein. 
0008 FIG. 2 is a flow diagram showing aspects of a 
method for transferring data to a device, according to an 
illustrative embodiment. 
0009 FIG. 3 is a flow diagram showing aspects of a 
method for authenticating a use for access to a device, accord 
ing to an illustrative embodiment. 
0010 FIG. 4 is a diagram illustrating another illustrative 
operating environment for implementing various embodi 
ments presented herein. 
0011 FIG. 5 is a flow diagram showing aspects of a 
method for transferring data between devices through mul 
tiple users, according to an illustrative embodiment. 
0012 FIG. 6 is a diagram illustrating yet another illustra 
tive operating environment for implementing various 
embodiments presented herein. 
0013 FIG. 7 is a flow diagram showing aspects of another 
method for authenticating a user to access a device, according 
to an illustrative embodiment. 
0014 FIG. 8 is a mobile device architecture diagram illus 
trating an illustrative mobile device hardware and software 
architecture for a mobile device capable of implementing 
aspects of the embodiments disclosed herein. 
0015 FIG. 9 is a computer architecture diagram illustrat 
ing an illustrative computer hardware and Software architec 
ture for a computing system capable of implementing aspects 
of the embodiments presented herein. 

DETAILED DESCRIPTION 

0016 While the subject matter described herein may be 
presented, at times, in the general context of program mod 
ules that execute in conjunction with the execution of an 
operating system and application programs on a computer 
system, those skilled in the art will recognize that other imple 
mentations may be performed in combination with other 
types of program modules. Generally, program modules 
include routines, programs, components, data structures, and 
other types of structures that perform particular tasks or 
implement particular abstract data types. Moreover, those 
skilled in the art will appreciate that the subject matter 
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described herein may be practiced with other computer sys 
tem configurations, including hand-held devices, mobile 
devices, wireless devices, multiprocessor Systems, micropro 
cessor-based or programmable consumer electronics, mini 
computers, mainframe computers, and the like. 
0017 Referring now to the drawings, in which like numer 
als represent like elements throughout the several figures, 
FIG. 1 illustrates aspects of an operating environment 100 in 
which various embodiments presented herein may be imple 
mented. The operating environment 100 shown in FIG. 1 
includes a user 102, a first sensor 104 with which the user 102 
is in physical contact, a first device 106 associated with the 
first sensor 104, a second sensor 108 with which the user 102 
also is in physical contact, and a second device 110 associated 
with the second sensor 108. In some embodiments, the first 
device 106 provides data 112 that is to be sent to the second 
device 110 to the first sensor 104, which sends the data 112 
through the user's body 114 to the second sensor 108, which 
provides the data 112 to the second device 110. Alternatively 
or additionally, in some embodiments, the second device 110 
provides the data 112 and/or other data that is to be sent to the 
first device 106 to the second sensor 108, which sends the data 
112 and/or other data through the body 114 to the first sensor 
104, which provides the data 112 and/or other to the first 
device 106. 
0018. The data 112 can be any data that the user 102 
desires to send from the first device 106 to the second device 
110. In some embodiments, the data 112 includes, but is not 
limited to, contact information (e.g., name, telephone num 
ber, home address, work address, employer, alias, username, 
birthday, significant other, etc.), applications, photographs 
and/or other images, movies and/or other videos, documents, 
text messages, multimedia messages, and/or email messages. 
In some embodiments, the data 112 includes an authentica 
tion credential Such as, but not limited to, a password, a pass 
phrase, a personal identification number, or a challenge 
response to a challenge question. 
0019. The data 112, in some embodiments, is sent through 
one or more bones of the body 114 by what is referred to 
herein as bone conduction. Bone conduction is achieved, for 
example, by the first sensor 104 generating vibrations that 
travel through one or more bones of the body 114 and are 
received by the second sensor 108. The first sensor 104, in 
Some embodiments, is configured to provide vibrations with 
amplitude, frequency, and/or phase characteristics that are 
determined to be appropriate for transferring the data 112 
through one or more bones of the body 114. Likewise, the 
second sensor 108, in some embodiments, is configured to 
receive these vibrations with the particular characteristics. 
0020. It is contemplated that different individuals may 
require different amplitude, frequency, and/or phase charac 
teristics for the vibrations, so that the vibrations are able to 
successfully transfer data through their bodies. This is due at 
least in part to an individual’s height, weight, body fat per 
centage, body muscle percentage, and/or bone characteristics 
Such as bone density and bone mass. Other factors, such as 
those related to an environment in which the user 102 is 
located, may or may not alter the amplitude, frequency, and/ 
or phase characteristics for the vibrations for the successful 
transfer of data through the body 114. 
0021. It should be understood that although the user 102 is 
often referred to herein as being a human, the user 102 alter 
natively may be any living organism that includes one or more 
bones through which data can be transferred using the bone 
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conduction techniques described herein. The living organism 
may further include a skin that provides conductive charac 
teristics similar to those of a human, Such that the skin con 
duction techniques described herein may additionally be 
used. 

0022. It also should be understood that the user 102 may be 
replaced with a hard Surface that has properties similar to 
bone or the composition of which is otherwise suitable for the 
transfer of data using techniques the same as or similar to 
those described herein for bone conduction. For example, the 
first device 106 and the second device 110 may be positioned 
on a table such that the first sensor 104 and the second sensor 
108 are both in physical contact with the table so that data can 
be transferred from the first device 106 to the second device 
110 through the table, or vice versa, using the bone conduc 
tion techniques described herein. 
0023. In some embodiments, the data 112 is sent along a 
skin of the body 114 by what is referred to herein as skin 
conduction. Skin conduction is achieved, for example, by the 
first sensor 104 generating an electrical signal as a primary 
output or as a secondary effect of a primary output that travels 
along the skin of the body 114 to the second sensor 108, or 
vice versa. With the latter, the first sensor 104 may be con 
figured to generate vibrations that are to be sent through the 
body 114 using bone conduction and, in doing so, may gen 
erate an electrical signal that is sent along the skin of the body 
114 to the second sensor 108. The electrical signal may or 
may carry the data 112. In experiments it has been determined 
that the combination of bone conduction and skin conduction 
improves the reliability of data transfer through a body and 
increases data transfer rates. 

0024. The first sensor 104 and/or the second sensor 108, in 
Some embodiments, are vibration sensors that are configured 
to send and/or receive vibrations through the body 114 
depending upon a particular configuration in accordance with 
the bone conduction techniques described herein. The first 
sensor 104 and/or the second sensor 108, in some embodi 
ments, are piezoelectric transducers, such as contact micro 
phones or other electro-acoustic transducers, which are con 
figured to send and/or receive vibrations through the body 
114 in accordance with the bone conduction techniques 
described herein. In some embodiments, the first sensor 104 
and/or the second sensor 108 are skin conductance sensors 
that are configured to send and/or receive electrical signals 
over the skin of the body 114 in accordance with the skin 
conduction techniques described herein. 
0025. In some embodiments, the first sensor 104 and the 
second sensor 108 have different specifications. In some 
embodiments, a minimum specification is specified for sen 
sors that are compatible with the bone conduction and/or skin 
conduction techniques described herein. 
0026. In the illustrated embodiment, the user 102 is posi 
tioned such that the user's body 114 is in physical contact 
with the first sensor 104 and the second sensor 108. It should 
be understood that physical contact as used herein does not 
specify a minimum contact area, although a minimum contact 
area may be specified so as to ensure the first sensor 104 and 
the second sensor 108 make sufficient contact with the body 
114 to enable the data 112 to be successfully transferred from 
the first device 105 to the second device 110, or vice versa. 
0027. The first sensor 104 and the second sensor 108 may 
be positioned anywhere on the body 114, however, certain 
portions of the body 114 may be better suited for the bone 
conduction and/or skin conduction techniques described 
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herein. For example, portions of the body 114 where the first 
sensor 104 and/or the second sensor 108 may be positioned 
closer to a bone may be better suited for bone conduction. 
Such portions of the body 114 may include a wrist or behind 
a Ca. 

0028. The first device 106 and/or the second device 110, in 
Some embodiments, are computing devices such as, but not 
limited to, a desktop, laptop, notebook, or netbook computer, 
a tablet, a mobile telephone, a Smartphone, a video game 
system, a music playback device, a video playback device, an 
internet appliance, a television, a monitor, a projector, an 
embedded computer, or a personal digital assistant. The first 
device 106 and/or the second device 110, in some embodi 
ments, is a device such as, but not limited to, a keyboard, a 
keypad, a track pad, a touch pad, a mouse, a trackball, a 
joystick, a video game controller, a motion control device, a 
remote control device, headphones, ear buds, a hands-free 
communication system, a hearing aid, a door entry mecha 
nism (e.g., a doorknob), or a key fob. In some embodiments, 
the first device 106 and/or the second device 110 is or includes 
an article of clothing. In some embodiments, the first device 
106 and/or the second device 110 is or includes an accessory 
Such as, but not limited, a wallet, a purse, a bag, a backpack, 
an earring, a necklace, a watch, a bracelet, an anklet, a ring, a 
belt, or a holster. 
0029. Although the first device 106 and the second device 
110 are each shown as being associated with a single sensor 
(i.e., the first sensor 104 and the second sensor 108, respec 
tively), the first device 106 and the second device 110 may be 
associated with multiple sensors. In some embodiments, the 
first sensor 104 and/or the second sensor 108 are part of 
sensor arrays. 
0030. In some embodiments, the first sensor 104 is built-in 
to the first device 106. For example, the first sensor 104 may 
be built-in to a surface of the first device 106 such that when 
the user 102 holds the first device 106, at least a portion of the 
user's body 114 is in physical contact with the first sensor 
104. The second sensor 108 may likewise configured accord 
ing to these embodiments with respect to the second device 
110. 

0031. In some embodiments, the first sensor 104 is oper 
ably connected to the first device 106 to receive the data 112, 
but is not in physical contact with the first device 106. In these 
embodiments, the first sensor 104 may be positioned remote 
from the first device 106, such as behind the ear of the user 
102 while the first device 106 is in a pocket of an article of 
clothing on the user 102. The second sensor 108 may likewise 
configured according to these embodiments with respect to 
the second device 110. 
0032. In some embodiments, a connector may be provided 
within the first device 106 so as to operatively couple the first 
sensor 104 to the first device 106 to facilitate transmission of 
the data 112 from the first device 106 to the first sensor 104. 
In some embodiments, the first sensor 104 is self-powered. In 
some embodiments, the first device 106 is configured to pro 
vide power to the first sensor 104 such as through the con 
nector. The second sensor 108 may likewise configured 
according to these embodiments with respect to the second 
device 110. 
0033. In the illustrated embodiment, the first device 106 
includes a first data store 116 for storing, at least temporarily, 
the data 112 that is to be transferred to the second device 110. 
The first data store 116 may include, but is not limited to, 
volatile and non-volatile, removable and non-removable 
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media implemented in any method or technology for storage 
of information Such as computer-readable instructions, data 
structures, program modules, the data 112, and/or other data. 
For example, computer media includes, but is not limited to, 
random access memory (“RAM), read-only memory 
(“ROM), erasable programmable read-only memory 
(“EPROM), electrically erasable programmable read-only 
memory (“EEPROM), flash memory or other solid state 
memory technology, CD-ROM, digital versatile disks 
(“DVD), HD-DVD, BLU-RAY, or other optical storage, 
magnetic cassettes, magnetic tape, magnetic disk storage or 
other magnetic storage devices, or any other medium which 
can be used to store the data 112. 

0034. In addition to or as an alternative to storing the data 
112 in the first data store 116, the first device 106, in some 
embodiments, stores the data 112 in a first network data store 
118 that is operating on or in communication with a first 
network 120. In some embodiments, the data 112 is stored in 
the first data store 116 and backed up to the first network data 
store 118. In some embodiments, the data 112 is only stored 
in the first network data store 118 and the first data store 116 
is not used or is configured to store other data. 
0035. The first network 120 may be, may communicate 
with, or may include a circuit-switched core network of a 
mobile telecommunications network, a packet-switched core 
network of a mobile telecommunications network, the Inter 
net, an internet, an intranet, an enterprise network, a local area 
network, a wide area network, a metropolitan area network, 
an IP multimedia subsystem (“IMS) network, any combina 
tion thereof, and the like. Although the first device 106 is 
illustrated as being directly in communication with the first 
network 120, the first device 106 may alternatively or addi 
tionally be in communication with the first network 120 
through one or more other networks (not shown). 
0036. In the illustrated embodiment, the second device 
110 includes a second data store 122 for storing, at least 
temporarily, the data 112 after it is received from the first 
device 106. The second data store 122 may include, but is not 
limited to, volatile and non-volatile, removable and non-re 
movable media implemented in any method or technology for 
storage of information Such as computer-readable instruc 
tions, data structures, program modules, the data 112, and/or 
other data. For example, computer media includes, but is not 
limited to, RAM, ROM, EPROM, EEPROM, flash memory 
or other solid state memory technology, CD-ROM, DVD, 
HD-DVD, BLU-RAY, or other optical storage, magnetic cas 
settes, magnetic tape, magnetic disk storage or other mag 
netic storage devices, or any other medium which can be used 
to store the data 112. 

0037. In addition to or as an alternative to storing the data 
112 in the second data store 122, the second device 110, in 
Some embodiments, stores the data 112 in a second network 
data store 124 that is operating on or in communication with 
a second network 126. In some embodiments, the data 112 is 
stored in the second data store 122 and backed up to the 
second network data store 124. In some embodiments, the 
data 112 is only stored in the second network data store 124 
and the second data store 122 is not used or is configured to 
store other data. 

0038. The second network 126 may be, may communicate 
with, or may include a circuit-switched core network of a 
mobile telecommunications network, a packet-switched core 
network of a mobile telecommunications network, the Inter 
net, an internet, an intranet, an enterprise network, a local area 
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network, a wide area network, a metropolitan area network, 
an IP multimedia subsystem (“IMS) network, any combina 
tion thereof, and the like. Although the second device 110 is 
illustrated as being directly in communication with the sec 
ond network 126, the second device 110 may alternatively or 
additionally be in communication with the second network 
126through one or more other networks (not shown). In some 
embodiments, the first network 120 and the second network 
126 are the same network. 
0039 Turning now to FIG. 2, a method 200 for transfer 
ring data to a device will be described, according to an illus 
trative embodiment. The method 200 is described below with 
reference to FIG.1. The method 200 is described such that the 
data 112 is transferred from the first device 106 to the second 
device 110, but the method 200 is equally applicable to the 
data 112 being transferred from the second device 110 to the 
first device 106. 
0040. It should be understood that the operations of the 
methods disclosed herein are not necessarily presented in any 
particular order and that performance of some or all of the 
operations in an alternative order(s) is possible and is con 
templated. The operations have been presented in the dem 
onstrated order for ease of description and illustration. Opera 
tions may be added, omitted, and/or performed 
simultaneously, without departing from the scope of the 
appended claims. 
0041. It also should be understood that the illustrated 
methods can be ended at any time and need not be performed 
in their respective entireties. Some or all operations of the 
methods, and/or substantially equivalent operations, can be 
performed by execution of computer-readable instructions 
included on a computer-storage media, as defined below. The 
term “computer-readable instructions.” and variants thereof, 
as used in the description and claims, is used expansively 
herein to include routines, applications, application modules, 
program modules, programs, components, data structures, 
algorithms, and the like. Computer-readable instructions can 
be implemented on various system configurations, including 
single-processor or multiprocessor Systems, wireless devices, 
mobile devices, minicomputers, mainframe computers, per 
Sonal computers, hand-held computing devices, processor 
based, programmable consumer electronics, combinations 
thereof, and the like. In particular, computer-readable instruc 
tions can be implemented on the first sensor 104, the first 
device 106, the second sensor 108, and/or the second device 
110. 

0042. Thus, it should be appreciated that the logical opera 
tions described herein are implemented (1) as a sequence of 
computer-implemented acts or program modules running on 
a computing system and/or (2) as interconnected machine 
logic circuits or circuit modules within the computing system. 
The implementation is a matter of choice dependent on the 
performance and other requirements of the computing sys 
tem. Accordingly, the logical operations described herein are 
referred to variously as states, operations, structural devices, 
acts, or modules. These operations, structural devices, acts, 
and modules may be implemented in Software, infirmware, in 
special purpose digital logic, and any combination thereof. 
0043. The method 200 begins and proceeds to operation 
202, wherein the first device 106 identifies the data 112 that is 
to be transferred to the second device 110. In some embodi 
ments, the first device 106 identifies the data 112 in response 
to the user selecting the data 112 for transfer to the second 
device 110 via a user interface of the first device 106. In some 
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embodiments, the first device 106 identifies the data 112 at a 
time prior to the user 102 touching the second device 110 such 
that when the user 102 touches the second device 110, the first 
device 106 automatically initiates transfer of the data 112 to 
the second device 110 without additional user input. In some 
embodiments, the first device 106 stores the data 112 in 
association with an indication that the data 112 is to be trans 
ferred when the user 102 touches the sensor 108. In some 
embodiments, the first device 106 identifies the data 112 for 
transfer to the second device 110 in accordance with a sync 
ing operation. In these embodiments, the user 102 can sync 
content including the data 112 and potentially other data 
between the first device 106 and the second device 110. In 
these embodiments, the second device 110 may additionally 
or alternatively send data to the first device 106 through the 
body 114 to achieve the desired synchronization. 
0044) From operation 202, the method 200 proceeds to 
operation 204, wherein the first device 106 modulates the data 
112 with a signal. As described above, the signal may include 
amplitude, frequency, and/or phase characteristics that are 
suitable to transferring the data 112 through the body 114 via 
bone conduction. 

0045. From operation 204, the method 200 proceeds to 
operation 206, wherein the first device 106 provides the signal 
that includes the data to the first sensor 104. From operation 
206, the method 200 proceeds to operation 208, wherein the 
first sensor 104 vibrates according to the signal, thereby trans 
mitting the signal through the body 114 to the second device 
110. The method 200 then proceeds to operation 210. The 
method 200 ends at operation 210. 
0046. In addition to transferring the data 112 using bone 
conduction as described above, the first sensor 104 may addi 
tionally provide an electrical signal that travels along a skin of 
the body 114. The electrical signal may alternatively be pro 
vided by the first sensor 104 as a result of generating the 
vibrations. In any case, this electrical signal may carry at least 
a portion of the data 112 to the second sensor 108 along the 
skin of the body 114. 
0047 Turning now to FIG. 3, a method 300 for authenti 
cating a user for access to a device will be described, accord 
ing to an illustrative embodiment. The method 300 is 
described below with reference to FIG. 1. The method 300 
considers embodiments in which the data 112 includes an 
authentication credential. Such as a password. The method 
300 is described such that the data 112 is received at the 
second device 110, but the method 300 is equally applicable 
to the data 112 being received at the first device 106. 
0048. The method 300 begins and proceeds to operation 
302, wherein the second device 110 receives the signal from 
the sensor 108. From operation 302, the method 300 proceeds 
to operation 304, wherein the second device 110 demodulates 
the signal to obtain the data 112. From operation 304, the 
method 300 proceeds to operation 306, wherein the second 
device 110 compares the data 112 to data stored in the second 
data store 122 and/or the second network data store 124. For 
example, the second device 110 may receive in the data 112 a 
password the user 102 is providing to access the second 
device 110. From operation 306, the method 300 proceeds to 
operation 308, wherein the second device 110 determines if 
the data 112 is correct based upon the comparison performed 
at operation 306. For example, the second device 110 deter 
mines if the password is the correct password that is needed 
for accessing the second device 110. 
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0049. If the second device 110 determines, at operation 
308, that the data 112 is correct, the method 300 proceeds to 
operation 310, wherein the second device 110 permits the 
user 102 to access the second device 110. The method 300 
proceeds to operations 312. The method 300 ends at operation 
312. 
0050. If the second device 110 determines, at operation 
308, that the data 112 is not correct, the method 300 proceeds 
to operation 312. The method 300 ends at operation 312. 
0051 Turning now to FIG. 4, another operating environ 
ment 400 in which various embodiments presented herein 
may be implemented will be described. The operating envi 
ronment 400 shown in FIG. 4 includes a first user 402, a 
second user 404, the first sensor 104 with which the first user 
402 is in physical contact, a first device 106 associated with 
the first sensor 104, the second sensor 108 with which the 
second user 404 is in physical contact, and the second device 
110 associated with the second sensor 108. The first user 402 
is in physical contact with the second user at a contact point 
406. The contact point 406, in some embodiments, is a hand 
shake. Alternatively, in some embodiments, the contact point 
406 is a tap or other touch gesture that one of the first user 402 
and the second user 402 does to the other user. 
0052. It should be understood that, although two users are 
illustrated, data may be transferred through more than two 
individuals that are in physical contact. It also should be 
understood that the data may be transferred through more 
than two individuals when one or more of the individuals are 
in physical contact with an intermediate solid. 
0053. In some embodiments, the first device 106 provides 
data 112 that is to be sent to the second device 110 to the first 
sensor 104, which sends the data 112 through a body 408 of 
the first user 402 to a body 410 of the second user 404 via the 
contact point 406, and to the second sensor 108, which pro 
vides the data 112 to the second device 110. Alternatively or 
additionally, in some embodiments, the second device 110 
provides the data 112 to the first device 106 in a similar 
manner. As such, the first user 402 can exchange data with the 
second user 404. Such as exchanging business card informa 
tion, transferring a document, or the like. 
0054. In some embodiments, a table or other intermediate 
solid is positioned between the first user 402 and the second 
user 404. In these embodiments, data can be transferred from 
the first device 106, through the first user 402, through the 
intermediate solid (not shown), through the second user 404, 
and to the second device 110. In some embodiments, the 
intermediate Solid is made of an electrically conductive mate 
rial and, as such, electrical signals sent along the skin of one 
or both of the users 402, 404 may be exchanged through it. 
0055 Turning now to FIG. 5, a method 500 for transfer 
ring data between devices through multiple users will be 
described, according to an illustrative embodiment. The 
method 500 is described below with reference to FIG. 4. 
0056. The method 500 begins and proceeds to operation 
502, wherein the first device 106 identifies the data 112 that is 
to be transferred to the second device 110. In some embodi 
ments, the first device 106 identifies the data 112 in response 
to the user selecting the data 112 for transfer to the second 
device 110 via a user interface of the first device 106. In some 
embodiments, the first device 106 identifies the data 112 at a 
time prior to the user 102 touching the second device 110 such 
that when the user 102 touches the second device 110, the first 
device 106 automatically initiates transfer of the data 112 to 
the second device 110 without additional user input. In some 
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embodiments, the first device 106 stores the data 112 in 
association with an indication that the data 112 is to be trans 
ferred when the user 102 touches the second sensor 108. In 
some embodiments, the first device 106 identifies the data 
112 for transfer to the second device 110 in accordance with 
a syncing operation. In these embodiments, the user 102 can 
sync content including the data 112 and potentially other data 
between the first device 106 and the second device 110. In 
these embodiments, the second device 110 may additionally 
or alternatively send data to the first device 106 through the 
body 114 to achieve the desired synchronization. 
0057. From operation 502, the method 500 proceeds to 
operation504, wherein the first device 106 modulates the data 
112 with a signal. As described above, the signal may include 
amplitude, frequency, and/or phase characteristics that are 
suitable to transferring the data 112 through the body 114 via 
bone conduction. 

0058. From operation 504, the method 500 proceeds to 
operation506, wherein the first device 106 provides the signal 
that includes the data to the first sensor 104. From operation 
506, the method 500 proceeds to operation 508, wherein the 
first sensor 104 transmits the signal through the body 408 of 
the first user 402, to the body 410 of the second user 404 
through the contact point 406, and then through the body 410 
of the second user 404 to the second device 110. The method 
500 then proceeds to operation 510. The method 500 ends at 
operation 510. 
0059 Turning now to FIG. 6, yet another operating envi 
ronment 600 will be described for implementing various 
embodiments presented herein. The operating environment 
600 shown in FIG. 6 includes a user 602, a sensor 604 with 
which the user 602 is in physical contact, and an authentica 
tion device 606 associated with the sensor 604. In some 
embodiments, the authentication device 606 is a device con 
figured to authenticate the user 602 for access to another 
device. The other device, in Some embodiments is a comput 
ing device such as, but not limited to, a desktop, laptop, 
notebook, or netbook computer, a tablet, a mobile telephone, 
a Smartphone, a video game system, a music playback device, 
a video playback device, an internet appliance, a television, a 
monitor, a projector, an embedded computer, or a personal 
digital assistant. In some embodiments, the authentication 
device 606 is a device configured to authenticate the user 602 
for access to a place Such as a building or a room within a 
building. In these embodiments, the authentication device 
606 may be built-in to a door knob, a door handle, or other 
door entry mechanism. Alternatively, in these embodiments, 
the authentication device 606 may be built-in to a door, or 
another object associated with a particular entry point to a 
building or room. The authentication device 606 alternatively 
may be or may include a keypad, a biometric sensor (e.g., a 
fingerprint reader, retinal scanner, etc.), a card reader, or the 
like. 

0060. In the illustrated embodiment, the authentication 
device 606 includes the authentication data store 614 for 
storing, at least temporarily, one or more unique body signa 
tures. The authentication data store 614 may include, but is 
not limited to, Volatile and non-volatile, removable and non 
removable media implemented in any method or technology 
for storage of information Such as computer-readable instruc 
tions, data structures, program modules, the unique body 
signature(s), and/or other data. For example, computer media 
includes, but is not limited to, RAM, ROM, EPROM, 
EEPROM, flash memory or other solid state memory tech 
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nology, CD-ROM, DVD, HD-DVD, BLU-RAY, or other opti 
cal storage, magnetic cassettes, magnetic tape, magnetic disk 
storage or other magnetic storage devices, or any other 
medium which can be used to store the unique body signature 
(s). 
0061. In addition to or as an alternative to storing the 
unique body signature(s) in the authentication data store 614, 
the authentication device 606, in some embodiments, stores 
the unique body signature(s) in an authentication network 
data store 616 that is operating on or in communication with 
an authentication network 618. In some embodiments, the 
unique body signature(s) is stored in the authentication data 
store 614 and backed up to the authentication network data 
store 616. In some embodiments, the unique body signature 
(s) is only stored in the authentication network data store 616 
and the authentication data store 614 is not used or is config 
ured to store other data. 

0062. The authentication network 618 may be, may com 
municate with, or may include a circuit-switched core net 
work of a mobile telecommunications network, a packet 
switched core network of a mobile telecommunications 
network, the Internet, an internet, an intranet, an enterprise 
network, a local area network, a wide area network, a metro 
politan area network, an IMS network, any combination 
thereof, and the like. Although the authentication device 606 
is illustrated as being directly in communication with the 
authentication network 618, the authentication device 606 
may alternatively or additionally be in communication with 
the authentication network 618 through one or more other 
networks (not shown). 
0063. In the illustrated embodiment, the authentication 
device 606 is associated with a single sensor. In this embodi 
ment, the sensor 604 is configured to send a signal 608 to the 
user 602, through a body 610 of the user, and then receive a 
modified signal 612 from the body 610. The authentication 
device 606 uses the modified signal 610 to identify a unique 
body signature for the user 602, compare the unique body 
signature to one or more unique body signatures stored in the 
authentication data store 614 and/or the network authentica 
tion data store 616, and allow or deny access to another device 
or a place, as the case may be, based upon whether or not the 
unique body signature of the user 602 is included in the 
authentication data store 614 and/or the network authentica 
tion data store 616. 

0064. In some embodiments, the authentication device 
606 is associated with two sensors. In these embodiments, 
one of the sensors is used to send the signal 608 and the other 
is used to receive the modified signal 612. As such, in these 
embodiments, the body 610 of the user 602 is in physical 
contact with both sensors. 

0065. The sensor 604, in some embodiments, is a vibration 
sensor that is configured to send and/or receive vibrations 
through the body 610 depending upon a particular configu 
ration. The sensor 604, in Some embodiments, is a piezoelec 
tric transducer, Such as contact microphones, that are config 
ured to send and/or receive vibrations through the body 610 in 
accordance with the bone conduction techniques described 
herein. In some embodiments, the sensor 604 is a skin con 
ductance sensor that is configured to send and/or receive 
electrical signals over the skin of the body 610. 
0.066. In some embodiments, the sensor 604 is built-in to 
the authentication device 606. For example, the sensor 604 
may be built-in to a surface of the authentication device 606 
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such that when the user 602 touches the authentication device 
606, at least a portion of the user's body 610 is in physical 
contact with the sensor 604. 
0067. In some embodiments, the sensor 604 is operably 
connected to the authentication device 606, but is not in 
physical contact with the authentication device 606. In these 
embodiments, the sensor 604 may be remotely positioned 
from the first device 106, such as on a doorknob, while the 
authentication device 606 is located elsewhere, such as in a 
keypad, a security camera, a security station, or other location 
that is remote to the doorknob. 
0068. In some embodiments, a connector may be provided 
within the authentication device 606 so as to operatively 
couple the sensor 604 to the authentication device 606. In 
some embodiments, the sensor 604 is self-powered. In some 
embodiments, the authentication device 606 is configured to 
provide power to the sensor 604 such as through the connec 
tOr. 

0069 Turning now to FIG. 7, a method 700 for authenti 
cating a user to access a device or a place will be described, 
according to an illustrative embodiment. The method 700 is 
described below with reference to FIG. 6. 
0070 The method 700 begins and proceeds to operation 
702, wherein the authentication device 606 transmits the sig 
nal 608 to the user 602. From operation 702, the method 700 
proceeds to operation 704, wherein the authentication device 
606 receives the modified signal 612 from the body 610 of the 
user 602. From operation 704, the method 700 proceeds to 
operation 706, wherein the authentication device 606 
removes the signal 608 from the modified signal 612 to iden 
tify a unique body signature of the user 602. From operation 
706, the method 700 proceeds to operation 708, wherein the 
authentication device 606 compares the unique body signa 
ture of the user 602 to one or more unique body signatures 
stored in the authentication data store 614 and/or the authen 
tication network data store 616. The method 700 then pro 
ceeds to operation 710, wherein the authentication device 606 
determines if the unique body signature of the user 602 as 
identified at operation 706 is stored in the authentication data 
store 614 and/or the authentication network data store 616. 

(0071. If the authentication device 606 determines, at 
operation 710, that the unique body signature of the user 602 
is stored in the authentication data store 614 and/or the 
authentication network data store 616, the method 700 pro 
ceeds to operation 712, wherein the authentication device 606 
permits user access to the device or place for which the 
authentication device 606 is used to provide authenticated 
access. The method 700 then proceeds to operation 714. The 
method 700 ends at operation 714. 
0072. If the authentication device 606 determines, at 
operation 710, that the unique body signature of the user 602 
is not stored in the authentication data store 614 and/or the 
authentication network data store 616, the method 700 pro 
ceeds to operation 716, wherein the authentication device 606 
denies user access to the device or place for which the authen 
tication device 606 is used to provide authenticated access. 
The method 700 then proceeds to operation 714. The method 
700 ends at operation 714. 
0073. In some embodiments, one or more of the sensors 
104,108, 604 are calibrated prior to being used in the afore 
mentioned methods. In some embodiments, the calibration 
process is designed such that environmental and other factors 
that may inhibitor enhance the ability for vibrations to be sent 
through bone of an individual and/or along the skin of the 
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individual may be reasons for performing a calibration pro 
cess. In some embodiments, the calibration process facilitates 
the selection of bone conduction, skin conduction, or both. 
For example, the calibration process may provide an option 
that permits signals to be sent through the bone using vibra 
tions and avoid factors that inhibit or enhance the skin con 
duction techniques disclosed herein. 
0.074. It should be understood that the use of the sensors 
104, 108, 604 for bone and/or skin conduction is not limited 
to the uses described herein above. In some embodiments, 
one or more of the sensors 104,108, 604 are used to establish 
a presence for an individual. For instance, when a device that 
includes one or more of the sensors 104, 108, 604 is being 
handled by an individual, the presence for that user can be 
detected by the ability of the sensor and the individuals 
presence can be updated to available. Similarly, if the device 
is at rest on a table and the individual is in physical contact 
with the table, the individual’s presence can be updated to 
available because the sensor is capable of transmitting a sig 
nal through the table and then through the individual. 
0075. A principle similar to the one described above can 
be applied to other implementations in which the concept of 
presence is appropriate, but may not necessarily be reflected 
for the purposes of communication presence. For instance, 
one or more of the sensors 104,108, 604 can be included in a 
steering wheel. When an individual touches the steering 
wheel, the steering wheel or other component of a vehicle can 
interact with the individual’s mobile device to disable certain 
features Such as, for example, Voice calling or text messaging. 
Alternatively, the mobile device may communicate with the 
car to disengage the starter or otherwise prevent the engine 
from starting or the car from being driven. 
0076 Turning now to FIG. 8, an illustrative mobile device 
800 and components thereof will be described. Although 
connections are not shown between the components illus 
trated in FIG. 8, the components can interact with each other 
to carry out device functions. In some embodiments, for 
example, the components are arranged so as to communicate 
via one or more busses (not shown). It should be understood 
that FIG. 8 and the following description are intended to 
provide a general understanding of a Suitable environment in 
which various aspects of embodiments can be implemented. 
The first device 106, the second device 110, and/or the 
authentication device 606 described herein above may be 
configured like the mobile device 800. It should be under 
stood that the mobile device may include additional function 
ality or include less functionality than now described. 
0077. As illustrated in FIG. 8, the mobile device 800 
includes a display 802 for visually displaying data including, 
but not limited to, graphical user interface (“GUI) elements, 
text, images, video, Virtual keypads and/or keyboards, mes 
saging data, notification messages, metadata, internet con 
tent, device status, time, date, calendar data, device prefer 
ences, map and location data, and the like. The mobile device 
800 also includes a processor 804 for processing data and/or 
executing computer-executable instructions of one or more 
applications 806 stored in a memory 808. In some embodi 
ments, the applications 806 include a UI application 809. The 
UI application 809 interfaces with an operating system 
(“OS) application 810 to facilitate user interaction with 
device functionality and data. In some embodiments, the OS 
application 810 is one of SYMBIAN OS from SYMBIAN 
LIMITED, WINDOWS MOBILE OS from MICROSOFT 
CORPORATION, WINDOWS PHONE OS from 
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MICROSOFT CORPORATION, PALM WEBOS from 
HEWLETT PACKARD CORPORATION, BLACKBERRY 
OS from RESEARCH IN MOTION LIMITED, IOS from 
APPLE INC., and ANDROID OS from GOOGLE INC. 
These operating systems are merely illustrative of the oper 
ating systems that may be used in accordance with the 
embodiments disclosed herein. 
0078. The UI application 809 aids a user in activating 
service over-the-air, if applicable, entering message content, 
viewing received messages, answering/initiating calls, enter 
ing/deleting data, entering and setting userIDs and passwords 
for device access, configuring settings, manipulating contacts 
database content and/or settings, multimode interaction, 
interacting with other applications 812, and otherwise facili 
tating user interaction with the OS application 812 and the 
other applications 812. 
0079. In some embodiments, the other applications 812 
include bone and/or skin conduction applications configured 
to perform the various embodiments described herein. In 
some embodiments, the other applications 812 include, for 
example, presence applications, visual Voicemail applica 
tions, messaging applications, text-to-speech and speech-to 
text applications, add-ons, plug-ins, email applications, 
music applications, video applications, camera applications, 
location-based service applications, navigation applications, 
power conservation applications, game applications, produc 
tivity applications, entertainment applications, enterprise 
applications, combinations thereof, and the like. The appli 
cations 806 or portions thereof are stored in the memory 808 
and/or in a firmware 814, and are executed by the processor 
804. The firmware 814 may also store code for execution 
during device power up and power down operations. In some 
embodiments, the OS 810 or a portion thereof, such as a 
kernel, is stored in the firmware 814. 
0080. The mobile device 800 also includes an input/output 
(“I/O”) interface 816 for the input/output of data such as 
location information, presence status information, user IDs, 
passwords, application initiation (start-up) requests, and 
other input/output of data associated with the embodiments 
disclosed herein. In some embodiments, the I/O interface 816 
is a hardwire connection Such as a universal serial bus 
(“USB'), mini-USB, micro-USB, audio jack, PS2, IEEE 
1394, serial, parallel, Ethernet (RJ411) port, RJ11 port, pro 
prietary port, combinations thereof, or the like. In some 
embodiments, the mobile device 800 is configured to syn 
chronize with another device (e.g., a computer) to transfer 
content stored to/from the mobile device 800. In some 
embodiments, the mobile device 800 is configured to receive 
updates to one or more of the applications 806 via the I/O 
interface 816. In some embodiments, the I/O interface 816 
accepts I/O devices such as keyboards, keypads, mice, inter 
face tethers, printers, plotters, external storage, touch/multi 
touchscreens, touchpads, trackballs, joysticks, microphones, 
remote control devices, displays, projectors, medical equip 
ment (e.g., Stethoscopes, heart monitors, and other health 
metric monitors), modems, routers, external power sources, 
docking stations, combinations thereof, and the like. It should 
be appreciated that the I/O interface 816 may be used for 
communications between the mobile device 800 and a net 
work device or local device instead of, or in addition to, a 
communications component 818. 
I0081. The communications component 818 interfaces 
with the processor 804 to facilitate wireless communications 
with one or more networks. In some embodiments, the one or 
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more networks includes networks that utilize a cellular wire 
less technology. In some embodiments, one or more networks 
include networks that utilize non-cellular wireless technolo 
gies such as WI-FI or WIMAX. In some embodiments, the 
communications component 818 includes a multimode com 
munications Subsystem for facilitating communications via a 
cellular network and one or more WI-FI, WIMAX or other 
non-cellular wireless network. 
0082. The communications component 818, in some 
embodiments, includes one or more transceivers each config 
ured to communicate over the same or a different wireless 
technology standard. For example, the transceivers of the 
communications component 818 may be configured to com 
municate using Global System for Mobile communications 
(“GSM'), Code Division Multiple Access (“CMDA) One 
(“CDMAONE), CDMA2000, Long Term Evolution 
(“LTE), and various other 2G, 2.5G, 3G, 4G, and greater 
generation technology standards. Moreover, the communica 
tions component 818 may facilitate communications over 
various channel access methods (which may or may not be 
used by the aforementioned Standards) including, but not 
limited to, Time Division Multiple Access (“TDMA), Fre 
quency Division Multiple Access (“FDMA), Wideband 
CDMA (“W-CDMA'), Orthogonal Frequency Division Mul 
tiplexing (“OFDM'), Space-Division Multiple Access 
(“SDMA'), and the like. In addition, the communications 
component 818 may facilitate data communications using 
General Packet Radio Service (“GPRS), Enhanced Data 
Rates for GSM Evolution (“EDGE), the High Speed Packet 
Access (“HSPA) protocol family including High Speed 
Downlink Packet Access (“HSDPA), Enhanced Uplink 
(“EUL) or otherwise termed High Speed Uplink Packet 
Access (“HSUPA), HSPA+, and various other current and 
future wireless data access standards. 
0083. In the illustrated embodiment, the communications 
component 818 includes a first cellular transceiver 820 that 
operates in one mode (e.g., GSM), and an N” cellular trans 
ceiver 822 operates in a different mode (e.g., UMTS). While 
only two cellular transceivers 820, 822 are illustrated, it 
should be appreciated that more than two transceivers can be 
included in the communications component 818. 
0084. The illustrated communications component 818 
also includes an alternative communications transceiver 824 
for use by other communications technologies including WI 
FI, WIMAX, BLUETOOTH, infrared, infrared data associa 
tion (“IRDA), near field communications (“NFC), other 
RF, combinations thereof, and the like. In some embodi 
ments, the communications component 818 also facilitates 
reception from terrestrial radio networks, digital satellite 
radio networks, internet-based radio service networks, com 
binations thereof, and the like. 
0085. The communications component 818 processes 
data from a network Such as an internet, the Internet, an 
intranet, a home broadband network, a WI-FIhotspot, and the 
like, via an internet service provider (“ISP), digital sub 
scriber line (“DSL) provider, or broadband provider. 
I0086) Audio capabilities for the mobile device 800 may be 
provided by an audio I/O component 826 that includes a 
speaker for the output of audio signals and a microphone to 
collect audio signals. 
0087. The illustrated mobile device 800 also includes a 
universal subscriber identity module (“USIM) system 828 
that includes a SIM slot interface 830 for accommodating a 
USIM card. In some embodiments, the USIM system 828 is 
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configured to accept insertion of other SIM cards for access to 
other network types such as GSM. In other embodiments, the 
USIM system 828 is configured to accept multiple SIM cards. 
In still other embodiments, the USIM system 828 is config 
ured to accept a universal integrated circuit card (“UICC) 
with one or more SIM applications stored thereupon. 
I0088. The mobile device 800 may also include an image 
capture and processing system 832 (“image system'). Photos 
may be obtained via an associated image capture Subsystem 
of the image system 832, for example, a camera. The mobile 
device 800 may also include a video system 834 for capturing, 
processing, recording, and/or modifying video content. Pho 
tos and videos obtained using the image system 832 and the 
Video system 834, respectively, may be added as message 
content to a multimedia message service (“MMS) message 
and sent to another mobile device. 

0089. The illustrated mobile device 800 also includes a 
location component 836 for sending and/or receiving signals 
Such as global positioning system (“GPS) data, assisted 
GPS data, WI-FI/WIMAX and/or cellular network triangula 
tion data, combinations thereof, and the like, for determining 
a location of the mobile device 800. The location component 
836 may communicate with the communications component 
818 to retrieve triangulation data for determining a location of 
the mobile device 800. In some embodiments, the location 
component 836 interfaces with cellular network nodes, tele 
phone lines, satellites, location transmitters and/or beacons, 
wireless network transmitters and receivers, combinations 
thereof, and the like. In some embodiments, the location 
component 836 includes one or more sensors such as a com 
pass, an accelerometer, and/or a gyroscope to determine the 
orientation of the mobile device 800. Using the location com 
ponent 836, the mobile device 800 can generate and/or 
receive data to identify its location, or transmit data used by 
other devices to determine the location of the mobile device 
800. The location component 836 may include multiple com 
ponents for determining the location and/or orientation of the 
mobile device 800. 

0090. The illustrated mobile device 800 also includes a 
power source 838, such as one or more batteries and/or other 
power subsystem (AC or DC). The power source 838 may 
interface with an external power system or charging equip 
ment via a power I/O component 840. 
0091 FIG. 9 is a block diagram illustrating a computer 
system 900 configured to perform various operations dis 
closed herein. The first device 106, the second device 110, the 
authentication device 606, and/or one or more server com 
puter or other computer systems operating on or in commu 
nication with the first network 120, the second network 126, 
or the authentication network 618, in some embodiments, are 
configured like the computer system 900. 
0092. The computer system 900 includes a processing unit 
902, a memory 904, one or more user interface devices 906, 
one or more input/output (“I/O”) devices 908, and one or 
more network devices 910, each of which is operatively con 
nected to a system bus 912. The bus 912 enables bi-direc 
tional communication between the processing unit 902, the 
memory 904, the user interface devices 906, the I/O devices 
908, and the network devices 910. 
0093. The processing unit 902 may be a standard central 
processor that performs arithmetic and logical operations, a 
more specific purpose programmable logic controller 
(“PLC), a programmable gate array, or other type of proces 
sor known to those skilled in the art and suitable for control 
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ling the operation of the computer system 900. Processing 
units are generally known, and therefore are not described in 
further detail herein. 
0094. The memory 904 communicates with the process 
ing unit 902 via the system bus 912. In some embodiments, 
the memory 904 is operatively connected to a memory con 
troller (not shown) that enables communication with the pro 
cessing unit 902 via the system bus 912. The illustrated 
memory 904 includes an operating system 914, the first data 
store 116, the first network data store 118, the second data 
store 122, the second network data store 124, the authentica 
tion data store 614, and the authentication network data store 
616. 
0095. The operating system 914 can include, but is not 
limited to, members of the WINDOWS, WINDOWS CE, 
WINDOWS MOBILE, and/or WINDOWSPHONE families 
of operating systems from MICROSOFT CORPORATION, 
the LINUX family of operating systems, the SYMBIAN fam 
ily of operating systems from SYMBIAN LIMITED, the 
BREW family of operating systems from QUALCOMM 
CORPORATION, the MAC OS and/or iOS families of oper 
ating systems from APPLE INC., the FREEBSD family of 
operating systems, the SOLARIS family of operating sys 
tems from ORACLE CORPORATION, other operating sys 
tems such as proprietary operating systems, and the like. 
0096. The user interface devices 906 may include one or 
more devices with which a user accesses the computer system 
900. The user interface devices 90.6 may include, but are not 
limited to, computers, servers, personal digital assistants, 
telephones (e.g., cellular, IP, or landline), or any Suitable 
computing devices. The I/O devices 908 enable a user to 
interface with the program modules. In one embodiment, the 
I/O devices 908 are operatively connected to an I/O controller 
(not shown) that enables communication with the processing 
unit 902 via the system bus 912. The I/O devices 908 may 
include one or more input devices, such as, but not limited to, 
a keyboard, a mouse, or an electronic stylus. Further, the I/O 
devices 908 may include one or more output devices, such as, 
but not limited to, a display screen or a printer. 
0097. The network devices 910 enable the computer sys 
tem 900 to communicate with other networks or remote sys 
tems via a network 916, such one of the networks 120, 126, 
618 described herein above. Examples of the network devices 
910 include, but are not limited to, a modem, a radio fre 
quency (“RF) or infrared (“IR”) transceiver, a telephonic 
interface, a bridge, a router, or a network card. The network 
1220 may include a wireless network such as, but not limited 
to, a WLAN such as a WI-FI network, a WWAN, a wireless 
personal area network (“WPAN') such as BLUETOOTH, or 
a wireless metropolitan area network (“WMAN”). Alterna 
tively, the network 922 may be a wired network such as, but 
not limited to, a wide area network (“WAN') such as the 
Internet, a local area network (“LAN”) such as the Ethernet, 
a wired personal area network (PAN), or a wired metro 
politan area network (“MAN”). 
0098. The network 916 embodied as a cellular network 
may utilize a mobile telecommunications technology Such as, 
but not limited to, Global System for Mobile communications 
(“GSM), Universal Mobile Telecommunications System 
(“UMTS”), Code Division Multiple Access (“CDMA') 
ONE, CDMA2000, Long-Term Evolution (“LTE), and vari 
ous other 2G, 2.5G, 3G, 4G, and greater generation mobile 
telecommunications technologies. In addition, mobile data 
communications technologies such as General Packet Radio 
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Service (“GPRS), Enhanced Data Rates for GSM Evolution 
(“EDGE), the High-Speed Packet Access (“HSPA) proto 
col family including High-Speed Downlink Packet Access 
(“HSDPA'), Enhanced Uplink (“EUL) or otherwise termed 
High-Speed Uplink Packet Access (“HSUPA), HSPA+, and 
various other current and future mobile data communications 
technologies are contemplated for use by the network 916. 
Therefore, the embodiments presented herein should not be 
construed as being limited to a particular mobile telecommu 
nications technology and/or standards utilizing Such tech 
nologies. 
0099. As used herein, communication media includes 
computer readable instructions, data structures, program 
modules, or other data in a modulated data signal Such as a 
carrier wave or other transport mechanism and includes any 
delivery media. The term “modulated data signal means a 
signal that has one or more of its characteristics changed or set 
in a manner as to encode information in the signal. By way of 
example, and not limitation, communication media includes 
wired media such as a wired network or direct-wired connec 
tion, and wireless media Such as acoustic, RF, infrared, and 
other wireless media. Combinations of the any of the above 
should also be included within the scope of computer-read 
able media. 
0100. By way of example, and not limitation, computer 
storage media may include volatile and non-volatile, remov 
able and non-removable media implemented in any method 
or technology for storage of information Such as computer 
readable instructions, data structures, program modules, or 
other data. For example, computer media includes, but is not 
limited to, RAM, ROM, EPROM, EEPROM, flash memory 
or other solid state memory technology, CD-ROM, digital 
versatile disks (“DVD), HD-DVD, BLU-RAY, or other opti 
cal storage, magnetic cassettes, magnetic tape, magnetic disk 
storage or other magnetic storage devices, or any other 
medium which can be used to store the desired information 
and which can be accessed by the MD 800. For purposes of 
the claims, the phrase “computer storage medium' and varia 
tions thereof, does not include waves, signals, and/or other 
transitory and/or intangible communication media, perse. 
0101 Encoding the software modules presented herein 
also may transform the physical structure of the computer 
readable media presented herein. The specific transformation 
of physical structure may depend on various factors, in dif 
ferent implementations of this description. Examples of Such 
factors may include, but are not limited to, the technology 
used to implement the computer-readable media, whether the 
computer-readable media is characterized as primary or sec 
ondary storage, and the like. For example, if the computer 
readable media is implemented as semiconductor-based 
memory, the software disclosed herein may be encoded on the 
computer-readable media by transforming the physical state 
of the semiconductor memory. For example, the software 
may transform the state of transistors, capacitors, or other 
discrete circuit elements constituting the semiconductor 
memory. The Software also may transform the physical State 
of such components in order to store data thereupon. 
0102. As another example, the computer-readable media 
disclosed herein may be implemented using magnetic or opti 
cal technology. In Such implementations, the Software pre 
sented herein may transform the physical state of magnetic or 
optical media, when the software is encoded therein. These 
transformations may include altering the magnetic character 
istics of particular locations within given magnetic media. 
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These transformations also may include altering the physical 
features or characteristics of particular locations within given 
optical media, to change the optical characteristics of those 
locations. Other transformations of physical media are pos 
sible without departing from the scope and spirit of the 
present description, with the foregoing examples provided 
only to facilitate this discussion. 
0103 Based on the foregoing, it should be appreciated that 
technologies for data transfer and authentication utilizing 
bone and/or skin conduction have been disclosed herein. 
Although the subject matter presented herein has been 
described in language specific to computer structural fea 
tures, methodological and transformative acts, specific com 
puting machinery, and computer readable media, it is to be 
understood that the invention defined in the appended claims 
is not necessarily limited to the specific features, acts, or 
media described herein. Rather, the specific features, acts and 
mediums are disclosed as example forms of implementing the 
claims. 

0104. The subject matter described above is provided by 
way of illustration only and should not be construed as lim 
iting. Various modifications and changes may be made to the 
subject matter described herein without following the 
example embodiments and applications illustrated and 
described, and without departing from the true spirit and 
scope of the present invention, which is set forth in the fol 
lowing claims. 
We claim: 

1. A method for transferring data to a device, the method 
compr1S1ng: 

identifying the data that is to be transferred to the device; 
modulating the data with a signal; 
providing the signal to an electro-acoustic transducer con 

figured to be placed in physical contact with an indi 
vidual; and 

transmitting the signal using the electro-acoustic trans 
ducer Such that, when the electro-acoustic transducer is 
in physical contact with the individual, the signal is 
transmitted through a body of the individual to the 
device. 

2. The method of claim 1, wherein identifying the data that 
is to be transferred to the device comprises identifying an 
authentication credential that is to be transferred to the 
device. 

3. The method of claim 2, wherein transmitting, using the 
electro-acoustic transducer, the signal through the body of the 
individual to the device comprises transmitting, using the 
electro-acoustic transducer, the signal through the body of the 
individual to a door entry mechanism with which the indi 
vidual is also in physical contact, the door entry mechanism 
requiring the authentication credential for access thereto. 

4. The method of claim 2, wherein transmitting, using the 
electro-acoustic transducer, the signal through the body of the 
individual to the device comprises transmitting, using the 
electro-acoustic transducer, the signal through the body of the 
individual to a computing device with which the individual is 
also in physical contact, the computing device requiring the 
authentication credential for access thereto. 

5. The method of claim 1, wherein identifying the data that 
is to be transferred to the device comprises identifying data 
associated with the individual that is to be transferred to a 
second individual. 
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6. The method of claim 5, wherein providing the signal to 
the electro-acoustic transducer that is in physical contact with 
the individual is triggered by the individual touching the 
second individual. 

7. The method of claim 1, wherein the contact microphone 
is operably connected to another device, and transmitting, 
using the electro-acoustic transducer, the signal through the 
body of the individual to the device comprises transmitting, 
using the electro-acoustic transducer, the signal from the 
other device through the body of the individual to the device, 
the device being in physical contact with the individual. 

8. The method of claim 1, wherein transmitting, using the 
electro-acoustic transducer, the signal through the body of the 
individual to the device comprises transmitting, using the 
electro-acoustic transducer, the signal through a bone of the 
body of individual to the device. 

9. The method of claim 1, wherein transmitting, using the 
electro-acoustic transducer, the signal through the body of the 
individual to the device comprises transmitting, using the 
electro-acoustic transducer, the signal along a skin of the 
body of the individual to the device. 

10. The method of claim 1, whereintransmitting, using the 
electro-acoustic transducer, the signal through the body of the 
individual to the device comprises transmitting, using the 
electro-acoustic transducer a first portion of the signal 
through a bone of the body of the individual to the device and 
a second portion of the signal along a skin of the body of the 
individual to the device, and wherein the electro-acoustic 
transducer is a contact microphone. 

11. A method for authenticating an individual, the method 
comprising: 

transmitting a signal using a sensor of an authentication 
device such that when the authentication device is physi 
cally touching an individual, the signal is transmitted 
through a body of the individual; 

receiving, using the sensor of the authentication device, a 
modified signal comprising the signal as modified by the 
body of the individual; 

removing, using the authentication device, the signal from 
the modified signal to identify a unique body signature 
of the individual; 

comparing, using the authentication device, the unique 
body signature of the individual to a database of unique 
body signatures to determine if the database comprises 
the unique body signature; 

if the database comprises the unique body signature, 
authenticating the individual; and 

if the database does not comprise the unique body signa 
ture, denying authenticating the individual. 

12. The method of claim 11, wherein the sensor comprises 
a contact microphone. 

13. The method of claim 12, wherein transmitting, using 
the contact microphone of the authentication device, the sig 
nal through the body of the individual comprises transmitting, 
using the contact microphone of the authentication device, 
the signal through a bone of the individual. 

14. The method of claim 13, wherein transmitting, using 
the contact microphone of the authentication device, the sig 
nal through the bone of the individual comprises transmitting, 
using the contact microphone of the authentication device, a 
first portion of the signal through the bone of the individual, 
and further comprising transmitting, using a skin conduc 
tance sensor, a second portion of the signal along a Surface of 
a skin of the body of the individual. 
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15. The method of claim 11, further comprising, prior to 
transmitting the signal through the body of the individual, 
transmitting, using the sensor of the authentication device, a 
unique body signature creation signal through the body of the 
individual, the unique body signature creation signal being 
used to retrieve the unique body signature of individual, and 
storing the unique body signature of the individual in the 
database. 

16. The method of claim 14, wherein the database is stored 
in one of the following: a local memory of the authentication 
device and a remote memory accessible by the authentication 
device. 

17. An authentication device comprising: 
a sensor that transmits a signal through a body of an indi 

vidual in response to the individual physically contact 
ing the authentication device, and receives a modified 
signal comprising the signal as modified by the body of 
the individual; 

a processor operably connected to the sensor; and 
a memory operably connected to the processor, the 
memory comprising instructions which, when executed 
by the processor, cause the processor to 
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identify a unique body signature of the individual by 
removing the signal from the modified signal; 

compare the unique body signature of the individual to a 
database of unique body signatures to determine if the 
database comprises the unique body signature; 

if the database comprises the unique body signature, 
authenticate the individual; and 

if the database does not comprise the unique body sig 
nature, deny authenticating the individual. 

18. The authentication device of claim 17, wherein the 
memory further comprises the database of unique body sig 
natures. 

19. The authentication device of claim 17, wherein the 
sensor comprises a contact microphone that transmits the 
signal through a bone of the body of the individual in response 
to the individual physically contacting the authentication 
device 

20. The authentication device of claim 17, wherein the 
sensor comprises a contact microphone that transmits the 
signal through a bone and along a skin of the body of the 
individual in response to the individual physically contacting 
the authentication device. 

k k k k k 


